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Mission Statement

Newchurch will give every child a flying start by working in partnership with

parents, staff and the community to develop well-rounded citizens who will

contribute ina positive way to society.
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E-safety encompasses the use of new technologies, internet and electroniccommunications, such as
mobile phones, collaboration tools and personal publishing. It highlights the need to educate pupils
aboutthe benefits and risks of using technology and provides safeguards and awareness for users to
enable themto control theironline experience. E-safety depends on effective practice ata number

of levels:

Responsible ICT use by all staff and students; encouraged by education and made
explicitthrough published policies;

Sound implementation of E-Safety policy in both administration and curriculum,
including secure school network design and use;

Safe and secure broadband from Warrington, including the effective management of
filtering;

National Education Network standards and specifications.

Writingand reviewingthe E-Safety policy

The e-safety policy will relateto child protection documents and avariety of
curriculum policies.

The documentwill be reviewed regularly by the curriculum leaderand other
designated staff. This will also happen following any cause for concern or major
incident.

The governing body will be made aware of any changes to the policy.

The policy will reflect the needs and access to communication technologies of the
children of Newchurch Primary School.

The document will take advice and guidance from Warrington Borough Council, the
government, as well as other child and e-safety organisations (e.g. NSPCC)

Teachingandlearning

Why Internetuse isimportant

The Internetis an essential elementin 21st century life foreducation, business and
social interaction. The school has a duty to provide students with quality Internet
access as part of theirlearning experience;

Internetuseisa part of the statutory curriculum and a necessary tool for staff and
pupils.

Internet use will enhance learning

The school Internetaccess will be designed expressly for pupil use and willinclude
filtering appropriate to the age of pupils;

Pupils will be taught whatInternetuse is acceptable and whatis notand givenclear
objectivesforInternet use;

Pupils will be educated in the effective use of the Internetinresearch, including the
skills of knowledge location, retrieval and evaluation.

Pupils will be taught how to evaluate Internet content

The school will ensure that the use of Internet derived materials by staff and pupils
complies with copyrightlaw;

Pupils should be taught to be critically aware of the materials they read and shown
how to validate information before acceptingits accuracy;

Approved search engines willbe provided forthe childrento use in and out of school
to ensure childrenare led to child friendly websites. These will be checked regularly
and changed accordingly by the E-Safety Co-ordinator.



Managing Internet Access Information system security

E-mail

School ICT systems capacity and security will be reviewed regularly;

Virus protection will be updated regularly;

Security strategies will be discussed with Warrington.

Newchurch will employ specialist technicians to monitorall onsite systemsand to
advice on best policy and practise.

Pupils may only use approved e-mailaccounts on the school system after written
permission from parents —this will only happen onspecificteaching units;

Pupils mustimmediately tellateacherif they receive offensive e-mail;

Pupils must notreveal personal details of themselves or othersin e-mail
communication orarrange to meetanyone without specific permission. This will be
taught explicitly through E-Safety teachingin each year group;

E-mail senttoan external organisation should be written carefully and authorised
before sending, inthe same way as a letter written on school headed paper;

The forwarding of chain lettersis not permitted.

Published content and the school web site

The contact details on the Web site should be the school address, e -mail and
telephone number. Staff or pupils’ personalinformation will not be published;

The Headteacher will take overall editorial responsibility and ensure that content s
accurate and appropriate, by checkingitregularly. The day to day editorial
responsibility will liewith the E-Safety Coordinator and designated staff.

Publishing pupil’simages and work

Photographsthatinclude pupils will be selected carefully and willnot enable
individual pupils to be clearly identified unless parental permission has been given;
Pupils’ full names willnot be used anywhere onthe school website, particularlyin
association with photographs;

Written permission from parents or carers will be obtained before photographs of
pupils are published on the school website;

Pupil’s work and photographs may be published through the use of the VLE where
group members only have access;

Children willbe taughtto use websites outside of the school VLE responsibly
through E-Safety teaching;

Pupil’swork can only be published with the permission of the pupil and parents.

Social networking and personal publishing

The school will block/filter access to social networking sites;

Newsgroups will be blocked unless aspecificuse is approved;

Pupils will be advised neverto give out personal details of any kind which may
identify them ortheirlocation;

Staff will have access to theirown class chat feed through e-schools VLE

Pupils and parents will be advised that the use of certain social network spaces, such
as Facebook, Instagram, Snapchat etc, outside school isinappropriate for primary
aged pupils;

Children willbe taught how to use social network sites safely and encouraged only
to use the school VLE for social networking.



Parent workshops will be organised annually to help educate them onthe risks
inherent with social media and e-safety. This may be delivered by school, law
enforcementorthe NSPCC.

Managing filtering

The school will work with the LA, DfES and the Internet Service Providerto ensure
systems to protect pupils are reviewed and improved;

If staff or pupils discoveran unsuitable site, it must be reported to the E-Safety
Coordinator;

Seniorstaff will ensurethat regular checks are made to ensure that the filtering
methods selected are appropriate, effective and reasonable;

Children willbe taught to use the same process at home, keeping communication
links open with parentsto encourage consistent behaviourathome.

Managing emerging technologies

Emergingtechnologies will be examined for educational benefitand a risk
assessmentwill be carried out before use in school is allowed;

Mobile phoneswillnotbe used during lessons or formal school time. The sending of
abusive orinappropriate text messagesisforbidden;

Staff will use a school phone where contact with pupilsis required.

Protecting personal data

Assessingrisks

Personal datawill be recorded, processed, transferred and made available according
to the Data Protection Act 1998. Policy Decisions Internet access

All staff mustread and adhere to the ‘Acceptable ICT Use Agreement’ before using
any school ICT resource;

Accessto the Internet will be by directly supervised access to specific, approved on-
line materials;

Images and data will not be collected on personal devices e.g. mobile phones.

The school will take all reasonable precautions to ensure that usersaccess only
appropriate material. However, due to the international scale and linked nature of
Internet content, itis not possible to guarantee that unsuitable material willnever
appearon a school computer. Neitherthe school nor WBC can accept liability forthe
material accessed, orany consequences of Internet access;

The school will audit ICT provision to establish if the E-Safety policy is adequate and
that itsimplementation is effective.

Handling E-Safety complaints

Complaints of Internet misuse will be dealt with by a senior member of staff;
Any complaint about staff misuse must be referred to the Headteacher;
Complaints of a child protection nature must be dealt within accordance with
school child protection procedures;

Pupils and parents will be informed of the complaints procedure;

Discussions will be held with the Police Youth Crime Reduction Officerto establish
proceduresforhandling potentiallyillegal issues.

Safeguarding against radicalisation, extremism and terrorism

Staff trained through ‘Prevent’ initiative.



Children’s internet use monitored during sessions

E-mail tobe used onlyinstructured sessions asameansto access approved
programmes.

Children educated about the risks of meeting people met online.

Children made aware of the dangers of radicalisation at appropriate points without
indoctrinationto any beliefoffering balanced view—in line with government
Prevent Guidance.

Othersafeguarding methods namedinthisdocument will be in place e.g. filtering
and awareness.

Staff made aware of placestoseekadvice onsafeinternetusee.g.
https://www.saferinternet.org.uk/

British values programme taught through PSHE to ensure children are aware of
diversity within British culture without indoctrination.

Community use of the Internet

External organisations using the school’s ICT facilities must adhere to the E-Safety
policy.

Communications Policy Introducing the E-Safety policy to pupils

E-safety ruleswill be postedin all networked rooms and discussed with the pupils at
the start of eachyear;

Pupils will be informed that network and Internet use willbe monitored.

Staff and the E-Safety policy

All staff will be given the School E-safety Policy and itsimportance explained;

Staff should be aware that Internet trafficcan be monitored and traced to the
individualuser. Discretion and professional conductis essential.

Enlisting parents’/carers’ support

Parents’/carers’ attention will be drawn to the School E-Safety Policy through
workshops, in newsletters and through documentation on the school Web site;
Annual E-Safety parentworkshops will be held to give parents up to date
information about how to keep children safe athome.

Why mightthe internet orcommunications technologybe used?

Activities

Key e-safetyissues Relevantsitesand programmes

Using search enginesto Pupils should be supervised. | Ask.com

access informationfroma | Pupils should be taught what

range of websites. internetuse is acceptable Kidrex.org
and whatto do if they access
material they are
uncomfortable with.
Exchanginginformation Pupils should only use e-schools VLE

with other pupilsand approved email accounts.



https://www.saferinternet.org.uk/

asking questions of
expertsviae-mail

Pupils should never give out
personal information.

Designated blogging sites with
parental permission only

Publishing pupils’ work
on school and other
websites.

Pupil and parental consent
should be soughtpriorto
publication. Child names
should be omitted if using
websites outside of the VLE.

School VLE Blogs

Publishingimages
including photographs of

pupils.

Parental consent for
publication of photographs
should be sought. File names
should notreferto the pupil
by name.

Kidblog
School website and VLE

Weebly.com (parent permission only)

Audioandvideo
conferencingto gather
information and share
pupils’ work.

Pupils should be supervised.
Onlysitesthatare secure
and needtobe accessed
usingan e-mail address or
protected password should
be used.

Skype




